A Secure Shared Network and Next-gen

Proof-of-Work Consensus Network

2023.03.20
Version 4.2



Abstract

This white paper presents product application scenarios, technical frameworks, and
implementation details of Deeper Network. This project contains three stages: a se-
cure network resource-sharing platform, a truly decentralized consensus network, and a
trusted internet development platform. Currently, the secure network resource-sharing
platform has been developed, and after a period of public beta testing, we officially
released a type of intelligent security hardware named Deeper Connect in early 2019.
It is both a network security device and a profitable network resource-sharing device
for users. In addition, Deeper Connect enables all users to build a truly decentralized
consensus network through Deeper’s unique NPoW (Next-Gen Proof-of-work), which
can be further served as a trusted internet development platform. Deeper Connect is
the first innovation to combine cybersecurity technology, network sharing economy,
and blockchain technology.

Deeper Connect is designed with plug-and-play and zero configuration, enabling
users to enjoy the protection of network security technology without barriers. Users
do not need any expertise or instructions. All they need is a network cable to connect
the device between the modem and router. This simple operation can enable users
to break through network interference, defend against cyber attacks, traffic control,
parental control, earn rewards from network bandwidth sharing and web3 blockchain
mining, etc.

From the perspective of network security technology, Deeper Connect provides an
all-in-one network security solution. The core of the network security function is Ato-
mOS, a network operating system, independently developed by Deeper Network. Ato-
mOS is the world’s first lock-free network operating system. Its advanced lock-free
design ensures high reliability, high performance, and high scalability of the entire sys-

tem. In addition, Deeper’s innovative technologies, including Trident Protocol, Adap-



tive Tunneling, Intelligent Routing, IP Multiplexing, and Tunnel Congestion Control,
provide users with a deep level of security and a better user experience.

From the perspective of blockchain technology, Deeper implements its network re-
source sharing platform on the blockchain through smart contracts. It mainly includes
token contracts, node contracts, credit contracts, staking contracts and micropayment
contracts. We have launched a new smart contract blockchain platform called Deeper
Chain. The Deeper Chain uses Deeper’s original consensus mechanism based on NPoW
(Next-Gen Proof-of-work) to achieve a truly decentralized public chain platform. At
the same time, the Deeper Chain is a new-generation public chain platform with high
efficiency, low energy consumption, and security features. After the Deeper Chain
mainnet was launched, the user’s Deeper Connect device can participate in mining on
the Deeper Chain. DApp developers can also develop decentralized applications such
as digital currency trading platforms, social platforms, and e-commerce platforms on
the Deeper Chain. These new Deeper Chain based applications not only meet users’
basic needs but also better protect users’ privacy and data, thus providing a trusted

internet where personal data sovereignty is guaranteed.
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1 Plight of the Web 2.0 Era

With the rapid development of the Internet, the world we live in is being profoundly
changed by one thing- information. As early as 1948, Dr. Shannon pioneered informa-
tion theory by quantifying information mathematically [46]. With the advent of the
internet, the information flow has been unprecedented, and the amount of information
available to people has increased exponentially. The internet has also revolutionized
the democratization of knowledge and information, making high-quality knowledge and
information no longer available to the minority. Since 2009, the rapid development of
blockchain technology has opened the era of decentralized information freedom. How-
ever, driven by the technologies wave, people often only pay attention to the convenience
and benefits brought by the developed technologies, while ignoring whether the applica-
tion scenarios of these technologies are maliciously manipulated, as well as the serious

consequences brought by the inherent defects of these technologies.

1.1 Cybercrime

The spread of network viruses is an endless threat and causes serious economic damage
[50]. In 2017, 1.65 million computers were hijacked by network viruses and forced
to engage in digital currency mining [35]. With the development of the Internet of
Things (IoT), the scope of malicious interference increased by leaps and bounds. IoT
viruses can hijack personal computers, cameras, smart appliances, smart door locks,
routers, and other Internet reachable devices. Starting with the Mirai virus [31] in
June 2018, more than 600,000 networked devices have been hacked [48]. Additionally,
phishing attacks launched by malicious websites are able to obtain sensitive personal
information such as usernames, passwords, and credit card details by masquerading

as trusted individuals and organizations [38]. In 2017, the Kaspersky Anti-Phishing



system triggered more than 246 million times, and 15.9% of its users became targets
for phishing sites [14]. In the wake of financial losses caused by phishing websites, from
December 2013 to December 2016, the FBI investigated 22,000 phishing scams in the
United States, totaling up to 1.6 billion US dollars [29]. It is estimated that 2020 left
a record in losses of almost a trillion dollars, twice more than in 2018 [41]. This was
due in part to the coronavirus pandemic, as hackers preyed on clients, businesses, and a
huge population that switched to remote work. Hackers are no longer targeting specific
machines, but whole organizations using human operators as weak links in order to
get access to whole networks. Travelex, a foreign exchange company with operations
in 70 countries, is an example of this situation. The company had to face demands
for payment to decrypt critical computer files after being hit by Sodinokibi, one of the
most sophisticated ransomware attacks to date, delivering a devastating attack [13].
These figures come as no surprise, as the number of internet users is constantly
increasing at a rate of 1 million per day. It is estimated that by 2030 there will be
7 billion users around the world [33], with 1 trillion networked sensors embedded in
the world around us as soon as 2022, and a total of 45 trillion in the next 20 years
[1]. Cybercrime is the unavoidable parasite following this human activity, as of now it
costs more than all-natural disasters, and is more profitable than the drug trade [32].

Cybercrime will become one of the greatest risks to businesses and individuals.

1.2 Information Suppression and Internet Censorship

Information suppression and internet censorship refer to the act of negating a certain
degree of freedom of speech by depriving the user of certain rights on the Internet
so that the user’s ID or IP is unable to browse the web or send messages [4]. Many

countries around the world have blocked a large number of websites for various reasons



[23], [24], [52] including that of the USA, a long proponent of freedom of speech. The
recent banning of Donald Trump’s social media accounts shows that even in the land
of the free, freedom of expression on the internet is not guaranteed.

The GME stock incident is a censorship perfect recent example, as trading platforms
like Robinhood and E-market suspended all trading for the involved stocks. Even the
gamer-friendly platform Discord, shut down a chat group named after the WSB group
in order to thwart any further coordination of this trading group.

According to Freedom on the Net Global internet freedom has declined for the
10th consecutive year, as 26 countries’ scores declined during the 2019-2020 period
coverage. The United States’ score dropped for the fourth consecutive year. Even
though Facebook, Twitter, and other social media platforms were used as tools for
social activism, surveillance of social media by federal and local enforcement agencies
negated these tools’ effectiveness, some individuals experienced targeted harassment or
were imputed spurious criminal charges for their posts or retweets. [45]

Along with all of its conveniences, the possibilities for censorship and surveillance
are also inherent on the Internet. These problems are so common and widespread that
people have been forced to give up a measure of privacy in exchange for the convenience
of the Internet [53], and often unknowingly forfeit data privacy rights [17] — Personal
data is often controlled by service providers and even sold to third parties for profit
[20], [22]. That old quote from the ’70s has never been more true, "if you're not paying
for the product, you are the product”.

Note: Due to different policies in different regions and countries, Deeper Network will
adjust and restrict the feature of accessibility for versions sold in different regions, and
will launch different versions for countries to ensure that Deeper products can adapt
to their laws and regulations. That does not necessarily mean that we agree with such

restrictions, as we envision a borderless and free Internet. While respecting local laws,



we keep taking pioneering steps into the long and collective process of democratizing

the net.

1.3 Internet Trust Crisis

Since Internet service providers and other big fish online are able to monitor, store and
sell users’ data, it is a given that the Internet lacks data privacy. Not to mention the fact
that they can of course also profile you and share that data with government agencies.
The extent of this surveillance is deep and extremely intrusive. From January 2005 to
May 2008, there were more than 200 million suspected cases of personal sensitive records
being breached [8]. As a consequence, medical institutions lost $6.2 billion dollars in
2014 and 2015 [39]. In 2018, the Facebook and Cambridge data breaches [47] once again
attracted global attention to the threat of data leakage. In fact, data breach cases are
common all over the world [25]. These panic-inducing data breaches are caused by the
highly centralized nature of the Internet and the side effects of information trading [49].

Given the above problems, it’s not surprising that today’s Internet is not fully
trusted, lack of transparency and reliable infrastructure has generated a trust crisis. In
fact, suppression, censorship, deception, and other sorts of malicious activity are not
uncommon.

Bitcoin appeared in 2009 as a consequence of the 2008 financial crisis. An event
when numerous banks and other financial institutions failed across the world, and had
to be bailed out by governments at the expense of their taxpayers. This situation led to
a total loss of confidence and trust in the financial system. Bitcoin was intended to be
a decentralized form of digital cash aiming to eliminate the need for traditional inter-
mediaries like banks and governments to make financial transactions. It was Satoshi’s

original vision that each computer should contribute with one vote to the mining pro-



cess. Unfortunately, that vision soon deteriorated. By 2012 specializes in mining
hardware devices had appeared starting the transition towards industrialization. Soon,
huge industrial farms moved average hobbyist miners out of the game. This issue that
unfairly concentrates supply in a few hands is referred to as mining centralization. If a
group of miners controls 51% of the total supply, the network becomes centralized at
that moment.

Deeper Network believes Satoshi’s vision is achievable and wants to leverage the
ground among its users by introducing its Proof of Credit consensus algorithm, such that
everyone can participate. We believe our vision is possible by means of the technology
developed and the experience accumulated by our team over the years in the areas of

hardware design, operating systems, cybersecurity, and blockchain.

1.4 Deeper’s Core Beliefs

Deeper’s core beliefs are:

1. Freedom: Democratizing the Net
Lifting the heavy restrictions imposed by politics and censorship on information

flow to achieve frictionless data exchange among the entire human race.

2. Fairness: Blockchain for everyone
Leveraging the true value of blockchain technology to empower ordinary people
rather than to constitute one of the many mechanisms through which a privileged
minority profits. A truly decentralized consensus network must be a platform
where everyone is allowed to participate and benefit. It should serve society as a

whole rather than a centralized organization or a group of powerful individuals.

3. Trust: Information is power, and it belongs to the people.

10



Similar to houses, land, and savings, personal data is a form of private property,
and as such, it merits a level of protection befitting its importance. Deeper’s
ultimate mission is to combine security and blockchain technology to create a

trusted internet that guarantees the sovereignty of personal data.
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2 Project Overview

2.1 Deeper Connect
2.1.1 Introduction and Design Philosophy

Deeper Connect is a blockchain-powered all-in-one solution that provides true internet
freedom with enhanced security and a frictionless user experience. The design philos-
ophy of Deeper Connect is plug-and-play with zero configuration. Users can enjoy the
protection of network security without the need to jump through any hoops. Neither
technical knowledge nor a complex user manual is needed. All one needs to do is plug
the device in between the modem and the router, power on the device, and enjoy all its
benefits: circumventing censorship, protection against cyberattacks, setting parental

controls, participating in network bandwidth sharing and blockchain mining.

Figure: Products Iterations

e

MINI NANO PICO

Evolution

Figure 1: Products Iterations

Deeper Connect has seen generations of iterations ranging from 1) Deeper Connect Lite
to 2) Deeper Connect Mini to 3) Deeper Connect Nano and now 4) Deeper Connect
Pico, with each version more miniaturized. The vision of Deeper Connect has always

been to make it as close to that of an ethernet cable as possible with the belief that
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great technology blends into the background and get out of users’” way. The Deeper
Connect Pico represents the latest embodiment of that ethos. The Deeper Connect
range of devices has seen tremendous user adoption since its inception with thousands

sold around the world; the Deeper Connect Mini is one of the top products on Indiegogo.

2.1.2 Solutions for a More Secure, Private, and Fair Internet

Deeper Connect has seen generations of iterations ranging from Deeper Connect Lite
to Deeper Connect Pico serves as both a node in a decentralized private network and
a next-gen firewall in the home network. Decentralized private networks are serverless
and distributed; user data can never be logged, leaked, hacked, or subpoenaed. A layer
7 enterprise-grade firewall secures the user’s entire home network. It blocks ads and

trackers, monitors web traffic, and filters NSFW, and NSFC on all internet devices.

2.1.3 Technical Tour de Force: AtomOS, Trident Protocol, IP Multiplexing

AtomOS

The core of Deeper Connects network security prowess lies with AtomOS, a network op-
erating system designed and developed by Deeper. AtomOS is the world’s first lock-free
network operating system. The system properties of high availability, high performance,

and high scalability all hinge upon its state-of-the-art lock-free design.

Trident Protocol

Deeper developed its own Trident protocol, a decentralized, shared communications
protocol based on the blockchain with adaptive tunneling, and intelligent routing tech-
nologies to provide in-depth security protection as well as an improved user experience.

It circumvents network censorship, secures data transmissions, maximizes the use of

13



network bandwidth, and reduces delays in the data packet transmission process. This
is achieved thanks to the efficient integration of network technologies such as intranet
penetration, data encryption, protocol camouflage, and tunnel layer congestion control.

More details are in section 5.1.

IP Multiplexing
Deeper’s patented TP multiplexing technology enables zero IP address configuration
and the intelligent adaptation of the router’s IP address to automatically interface with

the internet achieving the true plug-and-play experience for Deeper Connect devices.

2.2 Deeper Network

The value of Deeper lies not only in the hardware it delivers but also in the network
platform that connects those devices to each other. Its specific manifestations are as

follows:
e Secure network resource sharing platform
o A truly decentralized blockchain consensus network
e Trusted internet development platform

Metcalfe’s Law [47] states that the value of a network is proportional to the square
of the number of nodes in the network. Therefore, as the number of extended hard-
ware devices deployed increases, the value of the network between devices will increase

exponentially.
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2.2.1 Every Household’s Secure Gateway into Web 3.0

Deeper Connect is the world’s first cybersecurity product based on blockchain tech-
nology. Engaging with users around the world for its plug-and-play design, Deeper
Connect removes technical barriers and provides a private, secure, and unrestricted
internet experience for all users. Deeper Network’s "Deeper Connect Mini,” has more
than 60,000 nodes in more than 150 countries and successfully raised over 2.72 million
dollars on Indiegogo. As a gateway into the Deeper ecosystem, Deeper Connect is des-
tined to bring blockchain to the masses and raise awareness for the forthcoming Web

3.0 revolution.

2.2.2 Decentralized Private Network (DPN)

Decentralized Private Network is a P2P decentralized bandwidth-sharing network for
bypassing censorship and ensuring privacy. The network is serverless and distributed;
user data can never be logged, leaked, hacked, or subpoenaed. Each node operator is
empowered to be both a client and a server; node operators earn mining rewards for
contributing bandwidth to the network. Mining incentivization ensures the robustness
of the network compared to traditional P2P networking models. DPN is the first killer
application in the Deeper blockchain ecosystem and a catalyst to a decentralized sharing

economy and personal data sovereignty.

2.2.3 Decentralized Edge Platform (DEP)

DEP is a decentralized infrastructure built off-chain and based on the Deeper device
nodes. It is used to release decentralized tasks. The Deeper node monitors specific
events, analyzes the events, and triggers specific task workflow, according to the ap-

plication URL and operation parameter option, pull, schedule, and monitor tasks end
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when the execution status of a node meets certain conditions. Each node may as-
sume a different Web2 / Web3 application, and they will easily become a provider
or co-provider of services, gaining reward and ownership by providing to develop and
maintain these services. Such an off-chain decentralized platform provides the possibil-
ity for new application forms, including predictor, zero net, lightning network, trigger,

mail service, etc.

2.2.4 Decentralized Youtube (D-tube)

D-tube is a decentralized Web3.0 video creators® platform that relies on DEP’s security
and network technology to implement secure data storage and fast traffic distribution.
Traditional Web 2.0 content platforms make creators an important part of their platform
to attract customers and traffic. These creators are the owners of value and space but
lack sufficient control over the content, copyright, and advertising. D-tube will use
the off-chain Web3.0 decentralized website operation mode and combine it with the
on-chain NFT valued certificate method to provide a new web3.0 interactive mode
for all creators. Both watch-and-earn and create-and-earn mechanisms are utilized
to stimulate the participation and growth of more creators and their fans bringing a

decentralized and open creative environment for creators.

2.2.5 Decentralized Chat App (D-chat)

D-chat is a decentralized Web3.0 Chat software that relies on the DEP’s decentralized
application deployment, it can rapidly deploy large-scale chat application nodes; and
with the help of DPN privacy encryption network technology, it can achieve cross-
domain private message transmission. With traditional Web 2.0 chat software, users

do not have the right to dispose of identity and data. The platform can restrict the
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access and user permission of personal accounts at their will, and any chat content
and transaction records can be monitored as they like. D-chat will utilize the off-chain
decentralized encrypted tunnel node, and combine the on-chain blockchain identity
authentication and point-to-point transaction to eventually achieve that the digital
content, ownership, and control rights created by users belong to users. The value
created by users can be distributed by signing agreements with others at their own
choice.

With the development and growth of the Deeper community, based on the DEP
off-chain’s decentralized infrastructure execution platform, Deeper will develop more
incentivization programs to motivate community developers and bring a diverse appli-

cation ecosystem to users.
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3 Hardware

The goal of Deeper Connect is to provide a plug-and-play hardware solution to security,
sharing economy, and blockchain — an all-in-one solution. The highlights of Deeper

Connect hardware are described below.

3.1 Cross-Platform

Deeper Connect is designed to be compatible with different hardware platforms. Ato-
mOS has been successfully running on both Intel and ARMG64 processors, allowing
Deeper to take advantage of both platforms — Intel processors are powerful enough
to handle all kinds of high network overload scenarios, which enables Deeper to not
only cover the complex use cases of home networks but also satisfy the enterprise-level
requirements. On the other hand, the ARM platform is famous for low energy con-
sumption and low cost, which is sufficient for routine home network needs and different
kinds of mobile use cases. In the future, Deeper also has plans for ARM32 products,

which would further reduce the hardware cost to under $10.

3.2 Low Energy Consumption

According to Digiconomist’s assessment [3], the accumulated total annual energy con-
sumption of bitcoin mining worldwide reached 68.81 billion kWh; six times of the energy
consumption for May 2017 (11.57 billion kWh). The energy consumption of all bitcoin
miners around the world is equivalent to that of the Czech Republic, which is 0.31% of
global energy consumption. The average energy consumption for each bitcoin transac-
tion is 968 kWh, the same as the energy consumption of 32 U.S. families in one day.

Currently, Bitcoin’s annual carbon emissions amount to 33.85 million tons, or 1,300

18



kilograms of carbon per bitcoin [28].

The unique NPoW algorithm created by Deeper can fundamentally solve this prob-
lem. The NPoW algorithm can allow each device to participate in the network consensus
with very low use of electricity. Deeper Connect utilizes low-consumption embedded
processors to build a consensus network and network sharing. The maximum energy
consumption of a Deeper Connect device is 15 watts. Deeper Connect Pico has a
maximum energy consumption of 1W.

As seen in Table 1, Deeper Connect is the most energy-efficient product on the mar-
ket (roughly three orders of magnitude less energy consumption compared to common
ASIC/GPU mining rigs) and has the potential to become the most profitable blockchain

mining rig.

Hardware Type | Energy Consumption

Deeper Connect 1~15W
ASIC mining rig | 2,000~3,000W
GPU mining rig 1,000~2,000W

Table 1: Mining Rig Energy Consumption Comparison

3.3 Hardware Wallet

Deeper’s security hardware also integrates a cryptocurrency wallet feature to provide
users with the highest level of cryptocurrency security without needing any knowledge
of blockchain or network security from the users.

Deeper Connect provides multiple security guarantees with AtomOS, which makes
it impossible for crackers and malicious organizations to remotely obtain control of

the hardware. As a result, the key information stored in the device is inaccessible to
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crackers. Additionally, malicious attacks will be identified and recorded to help catch

crackers.

Figure 2: Malicious Access Will Be Blocked and Recorded

Deeper Connect employs triple encryption technology to guarantee the security of
storage devices. Even if the hardware device is lost, nobody can crack into the data
stored on the device. Triple encryption technology includes block device encryption,

file system encryption, and file encryption.

3.3.1 Block Device Encryption

If the storage device is lost, crackers could read critical files by analyzing the data on
the block device. To counter that, each block on Deeper Connect is encrypted with
AES-CBC [12] (Figure 3), making it very difficult to crack the data because crackers

can only access encrypted data.

3.3.2 File System Encryption

Simply employing block device encryption is not enough to ensure the security of the

device. In order to further protect our storage media, Deeper Connect scrambled the
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Figure 3: All Disk Data on Deeper Connect Is Encrypted with AES-CBC

key data structure of the general file system (Figure 4). This is how DeeperFS is imple-
mented, a unique file system of Deeper’s own design. Due to the strict confidentiality
of the data structure of DeeperFS, crackers cannot retrieve any information from the
block device related to the structure of the file system, and thus cannot access any

critical file stored in the file system.

N

Figure 4: Encrypted File System Confounds Crackers

3.3.3 File Encryption

All critical files stored in the Deeper Connect file system have to be encrypted by AES-
CBC. The decryption key for all files is only available within the compiled program
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code, meaning only the Deeper program can access the plain text information if needed

(Figure 5).

Figure 5: Triple Encryption Technology Guarantees Deeper Connect Data Security

3.4 Mining Rig with Network Security

On May 28, 2018, the “Packet of Death” was discovered in Ethereum (CVE-2018-12018)
[37], where the attacker could freeze Geth nodes by sending a death packet. Geth is the
official client of Ethereum, extremely important for the Ethereum project: about 70%
of the nodes running geth contain key nodes for public exchanges and mining pools.
With this bug, an attacker could tear down Ethereum and unleash an earthquake on
the Ethereum market.

After providing network sharing services, Deeper Connects will become Deeper chain
mining rigs as well. Currently, the security issues of mining rigs have been overlooked.
However, if a cracker targets mining software bugs or mining hardware weaknesses, such
an attack would naturally have a significant impact on the value of the corresponding
cryptocurrency. All of Deeper’s products inherit network security genes and all of them

are meticulously designed and fully tested. Deeper security devices running AtomOS
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will be the safest mining rigs in the world, maximally protecting the Deeper chain and

the interests of all its miners.

Figure 6: Deeper Connect with Its Inherited Network Security Genes Provides Addi-
tional Protection for the Deeper Chain
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4 Operating System

Deeper’s software architecture consists of a data plane, a management plane, and a
control plane. The data plane, implemented with Deeper’s independently developed
AtomOS, is responsible for handling user data packet transmission, reception, and deep
inspection. The management plane is to provide a user-friendly interface for monitor-
ing system operations or changing system configurations. The control plane handles
communication between device and blockchain, communication between devices, and
supports the blockchain consensus mechanism. The layered view of the software archi-

tecture is shown in Figure 7.

Figure 7: Software Layer View

The key to Deeper’s software is AtomOS — a network operating system custom-built
for deep security. It is also the world’s first lock-free network operating system. The

advanced design of AtomOS is the foundation of the reliability, efficiency and security
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of the entire system. We will briefly introduce three aspects of AtomOS: packet 1/0O,

packet scheduling, and deep packet inspection.

4.1 Packet I/0

Packet I/0 falls into the I/O layer of AtomOS. It is one of the key technologies that
determines user data flow latency and bandwidth throughput.

Traditional operating systems use a kernel network stack to transmit and receive
data. The main disadvantages of this approach are high latency and low throughput.
After traversing the network to a network device, the packet encounters a series of in-
termediate processing hurdles such as the network interface card, network device driver,
kernel network stack, and socket before undergoing final processing (see Figure 8). In
addition, this approach can incur frequent context switches and hardware interrupts,

further increasing data latency, and reducing throughput.

Figure 8: Traditional Operating System Data Transceiver

AtomOS employs zero-copy technology to access packets directly from network de-
vices (see Figure 9). This technology not only bypasses the cumbersome Linux kernel

network stack but also avoids frequent context switches and hardware interrupts. It
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greatly reduces data packet latency and increases throughput. AtomOS implements
zero-copy technology with DPDK [10], designed by Intel. The test data provided by
Intel shows that DPDK increases throughput tenfold [11].
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Figure 9: DPDK Data Transceiver

4.2 Packet Scheduling

AtomOS implements the world’s first lock-free network operating system with Deeper’s
unique HIPE data structure. All network operating system issues can be solved on a
HIPE-based structure; it embodies the components of our design philosophy: simple,
efficient, and under control. Before illustrating the detailed implementation of HIPE,

let’s have a look at the general limits of current network operating systems.

1. High Performance and High Scalability
As the size of CPU transistors decreases, Dennard’s scaling law [9] gradually
breaks down. Reduced transistor size increases static power consumption and
detonates serious thermal energy conversion. In addition, the accumulated heat

between transistors is considerable, making CPU cooling an urgent issue. Simply
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increasing CPU frequency is no longer feasible due to the cooling issue. Therefore,
major chip manufacturers have sensibly halted research on high-frequency chips.
Instead, they have started to research low-frequency multi-core architecture. Cav-
ium, a well-known processor manufacturer, launched a 48-core network processor
back in 2012 [7]. AMD plans to release a 128-thread multi-core processor in 2019
21].

The development of multi-core processors also brings challenges to the design
of network operating systems. Traditional network operating systems are usu-
ally based on vxWorks, FreeBSD, Linux or other classic operating systems. Vx-
Works was designed as a single-core embedded real-time operating system and
has been phased out by network device vendors in the last decade. Both Linux
and FreeBSD are derived from UNIX, whereas UNIX was originally designed for
control systems rather than data-forwarding systems. The inherited design flaws
of these classic operating systems make it difficult for them to enjoy the benefits

of multi-core and even many-core processors.

. High Availability

Network operating systems are typically deployed at the boundaries of an assort-
ment of network devices, meaning that if one network device is down, all con-
nected devices in the network that rely on that device will also fail. Therefore,
customers generally have extremely high demands for network device availability.
In general, the availability of network equipment is required to reach 99.999%,
that is, only five minutes of downtime per year is acceptable. Currently, net-
work devices (especially network security devices) have to handle more traffic
throughput and more features, making it increasingly challenging to maintain

high availability.
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3. Packet Order
When a user accesses a website, dozens of network devices might be involved.
If these devices do not maintain packet order, the sending user’s data packets
might be delivered to the receiving user in completely random order. Packet
disorder triggers the congestion control algorithm [19] of the TCP protocol to
reduce the size of the TCP transmission window, thereby seriously reducing the
throughput of the data stream and affecting user experience. As mentioned above,
multi-core and even many-core processors are now mainstream. Although multi-
core processors can process data packets in parallel, serious out-of-order issues
might occur without proper consideration. Harnessing the potential of multi-core
processors while maintaining packet order has become a hard nut for network

operating systems to crack.

Currently, all operating systems have to employ locks [27] to solve these issues.
However, lock design has in turn become an issue in network operating systems.
If the granularity of the lock is too big, these big locks will become the bottleneck
of the entire system for processors with more and more cores. If the granularity
of the lock is too small, it might lead to deadlocks and race condition problems,
even though operating system performance may improve. If not handled properly,

these problems will significantly impact system stability.

In order to satisfy the general needs of network systems and solve the issues of
traditional operating systems, AtomOS employs the HIPE data structure to handle
the global scheduling of shared resources in the network operating system. It ensures
system correctness while taking full advantage of the benefits of multi-core performance.

Next, the implementation of HIPE is briefly introduced.
1. Various shared resources of the operating system are categorized into N groups.
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Large shared resources may span multiple groups, and small shared resources

belong to a single group (see Figure 10 below).

L1 L2
Group 1 I . @ s1 O sa
Group 2 I . @ s1 O sa
Group 3 I . @ s1 O sa
Group 4 I . @ s1 O sa
...... I . o .. O
Group n I . ® sn O sn+3
I large resource @ O smallrresource

Figure 10: Shared Resources Categorized into N Groups

2. Access to each resource group is triggered by events. Each event that needs to
access a shared resource is placed into the lock-free queue for the corresponding
resource group. When an event in queue is popped, a CPU core is automatically
assigned to process it. Since HIPE retains all events in the corresponding lock-free
queue of each resource group, they must be processed sequentially and cannot be

processed at the same time, thereby protecting shared resources.

o) event
pipe 1 | DI G1
pipe 2 | I I G2
pipe 3 | [ [ DN G3
\ [ NN
pipe n | DD I INMININN Gn

Figure 11: Access to Each Resource Group is Triggered by an Event in a Lock-free
Queue
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3. Since the number of resource groups in the system is much larger than the number
of CPU cores, a continuous stream of data is available for each CPU to constantly
process, making the performance of the entire system scalable with the number

of CPU cores.

adding new event
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Figure 12: Resource Groups Processed in Parallel by CPUs

4. The lock-free design not only makes packet processing highly scalable, but also
avoids the various race condition problems that spawn like flies when processes run
in parallel. Moreover, since data packets sequentially traverse the HIPE pipeline,
it guarantees that packet order in a particular data flow after the processing of

AtomOS is consistent with its original order when receiving.

4.3 Deep Packet Inspection

Deep packet inspection is key for ensuring data flow under comprehensive protection.
AtomOS provides connection security for each layer in the OSI model (see Table 2),

which provides Deeper Connect with a complete set of network security functions.
Nowadays the focus of network security has shifted from low-layer to higher-layer

protocols. In addition to the various protections for network layers 1-3, AtomOS also

implements the following advanced firewall functions for layers 4-7:
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Data link layer ARP spoofing protection

7. Application layer | Application Identification, Malicious Data Flow Detection
6. Presentation layer | Data encryption and decryption to prevent replay attacks
5. Session layer Protocol session layer checking such as HTTP /SIP

4. Transport layer Strict status check to prevent Flood attacks

3. Network layer Fragmentation attack protection, IP spoofing protection
2.

1.

Physical layer Retaining connection during power failure

Table 2: OSI 7-Layer Protection in Depth

o Strict TCP state check to prevent possible TCP masquerading and hijacking: for

each TCP connection, AtomOS keeps track of its state in the session table, and
only the packets that strictly satisfy the TCP state machine will be forwarded.
At the same time, the authoritative NSS Labs firewall test cases in the industry
were referenced during implementation to ensure the containment of the various

known TCP evasion methods.

Application identification and flow control: AtomOS integrates an application
identification engine that is reliable, efficient, and scalable. It identifies common
network traffic and performs flow control or intelligent routing to optimize the
user experience for key applications. Also, it guarantees a smooth tunnel service

without consuming excessive local resources.

URL filtering: AtomOS can automatically filter malicious websites (including
malware downloads, phishing websites, etc.) to provide a secure internet envi-
ronment. Users can also enable parental controls to grade internet content and

assign proper access levels to each family member.
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o Network Address and Port Translation (NAPT): By default, AtomOS avoids net-
work address and port translation for internal flows, to make it cable-live zero-
configuration internet access. However, in some situations, AtomOS can utilize
the symmetric mode of NAPT to further hide internal network structure if nec-

essary.
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5 Networking

In addition to the feature of Deeper packet inspection described in Section 4.3, Deeper
also independently designed Trident protocol, adaptive tunneling, intelligent routing,
[P Multiplexing, and tunnel layer congestion control. These technologies provide the

deepest packet inspection and the best user experience.

5.1 Trident Protocol

The goal of Deeper’s tunneling technology (implemented by the Trident protocol) is
to circumvent network censorship. For various reasons, certain governments worldwide
are now more frequently conducting deep inspection and filtering of user network traffic
[18]. Network censorship relies on firewalls or offline traffic analysis devices deployed
at the boundary of the core networks. Therefore, in order to introduce the Trident
Protocol’s bypassing feature, let us review the functionality of firewalls. Currently, fire-
wall modes have been evolving from the basic port-based access control list to advanced
content-based application identification. The advanced mode can be implemented in the
following ways. The first four approaches belong to the passive identification method
and the last one is proactive. Some firewalls can employ multiple approaches to identify
applications of user data streams. Further, some artificial intelligence approaches such
as Bayes’ theorem [44] or decision tree [42] could be employed to perform application

identification.

1. Basic Port Filtering
Basic port filtering refers to the application identification approach that is based
on the destination port. The Internet Assigned Numbers Authority (IANA) [16]

is the organization that allocates network ports and their corresponding network
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applications. As of now, almost all ports from 0 to 1024 have been allocated [26].
Firewalls are able to obtain a basic idea of user applications simply based on the
network ports. For example, the destination port commonly used by the NFS
protocol is 2049. Even without a clear content pattern, firewalls are still able to

identify the application based on the specific destination port.

. Content Identification

Content identification refers to the application identification approach that is
based on the content of data streams. Since network applications have to follow
the predefined network protocol, data streams tend to have a distinct content
pattern. For example, the commands commonly used by HTTP (GET/POST,
etc.) always appear as the first packet after the TCP handshake. Also, the first
line of data always ends with HTTP/X.X (the HTTP version used). Firewalls
are able to identify HTTP applications happening on a particular destination
port based on this pattern. Similarly, all standard protocols have an identifiable
content pattern. For some non-standard protocols, content patterns might be
changed due to protocol version upgrades, so firewalls have to regularly upgrade

their content pattern databases as well to accommodate these changes.

. Packet Length Identification

Packet length identification refers to the application identification approach based
on packet length order or packet length distribution in data streams. This ap-
proach works very well especially when no clear content pattern is available for
data streams. The packet length traversed between the client and server generally
follows some pattern in the negotiation phase of a network protocol. If a network
protocol specifies during the negotiation phase that the client has to send a TCP
packet with a payload length of 60 bytes as a request, the server has to send a
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40-byte packet as a reply followed by another 20-30-byte packet. In this case,
the network protocol has a clear pattern in terms of packet length, which can be
easily identified by a firewall. In order to evade packet length identification, ap-
plications need to scramble or encrypt data packets to hide the pattern of packet

length.

. Packet Interval Identification

Packet interval identification refers to the application identification approach
based on periodic keepalive packets specified in a network protocol. In the tunnel-
ing protocol, the server and the client need to periodically send keepalive packets
in order to monitor the availability of the tunnel. Keepalive packets generally
are sent at a fixed interval and their size is fairly small. Non-standard tunnel-
ing protocols still maintain this pattern. As a result, firewalls used for network

censorship can identify and block tunneling applications based on this pattern.

. Active Detection Identification

Active detection identification means that the firewall acts as a middleman to
modify data packet content between the client and server, and identify the ap-
plication according to the data packet content returned from the server. For ex-
ample, IRC control channels are typically utilized by malware [40]. Even though
they conform to the standard IRC protocol (a network chat protocol specified by
IETF), they do not support the simple mutation of commonly used IRC com-
mands. Based on this pattern, firewalls can proactively send requests and an-
alyze the server reply to distinguish whether the network application is normal
chat software or malware. This approach enables firewalls to monitor the content
from data flows but also proactively modify or send data packets for application

identification.
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Targeting all of the above identification approaches, the Trident protocol combines
two tunnel modes to prevent any firewall identification attempts: protocol obfuscation
mode and protocol camouflage mode. Since firewalls are unable to identify any traffic
pattern in protocol obfuscation mode, internet censorship is not possible. However,
for systems with whitelist, all unidentifiable applications are blocked as well. In this
case, the Trident protocol will automatically switch to protocol camouflage mode to

circumvent internet censorship.

1. Protocol obfuscation mode.

Random port

— Randomly negotiates the data session port.

Encrypted content

— All packet contents are encrypted.
— Ensure that content features cannot be expressed in regular expressions

(regex).

Obfuscation of packet length

— All packet lengths are randomized.

No periodic keepalive data packets

— Data packet piggybacks keepalive packet.

— No separate keepalive data packets exist.

Prevent active detection

— Servers refuse to respond to any packets that do not follow protocol

specifications.

2. Protocol camouflage mode. There are two camouflage modes available:
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o« HTTP protocol

— The tunneling protocol is completely encapsulated in an “HTTP GET”
and an “HTTP POST” message body. The “GET Response” command
is used to receive downstream data, and the POST message body is used
to send upstream data. Since the port is negotiated by the client and

server in advance, no specific string name pattern is available in HT'TP

fields.
o TLS protocol

— In this mode, the session ticket function of TLS 1.2 is used. The tun-
nel traffic is like a standard HTTPS connection using the negotiated
session ticket. Since there is no negotiation phase, the firewall cannot
decrypt or encrypt as a middleman. AtomOS will also use encryption
and anti-identification mechanisms similar to the protocol obfuscation

mode described above.

Another common issue with P2P networks is NAT [34] traversal. NAT is a common
function of network devices in an IPv4 network environment. Network devices are
typically configured with private IP addresses in LAN. However, in order to transmit
packets out to the Internet, the destination IP address and source IP address of the
packet must be translated to public IP addresses. In order to resolve this contradiction,
the network device serving as the gateway can use NAT to convert the private IPv4
address into the public IP address of the gateway when the data packets are traveling
from the LAN to the Internet. This approach not only solves the limitation issue of
IPv4 addresses but also satisfies the requirement from organizations to hide internal
network structure and isolate external networks. In practice, Deeper Connect might sit

behind the NAT device of service providers and assign it a private IP address. However,
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that would render Deeper Connect unable to receive connection requests from internet

devices. We use the following techniques to solve this problem:

o If the receiver side of the connection has a private IP address and the sender has

a public IP address, the receiver initiates connection requests in reverse.

o If both sides use private IP addresses, NAT-type identification is further required
to determine the proper way to initiate the connection request. AtomOS im-
plements a protocol similar to the STUN protocol (RFC3489 [43]). The network
device is able to identify the NAT type and publish it along with other information
about the node during the initial stage of network registration. The eventuality
of both network devices using Symmetric NAT or Port Restricted Cone NAT can
be avoided when setting up the connection. For the other NAT types (Cone NAT

or Restricted Cone NAT), the connection setup should provide a solution.

5.2 Adaptive Tunneling Technology

Deeper Connect uses an efficient, flexible, and adaptive proprietary tunneling protocol
rather than a standard one such as IPSEC. In the process of designing and imple-
menting adaptive tunneling technology, we have borrowed extensively from various
industry-approved WAN acceleration technologies [51]. Given the high latency, high
packet loss rate and out-of-order issues of multinational Internet, we improved these
technologies in the data tunnel layer, which effectively maximizes bandwidth utilization

and significantly improves the user’s online experience.

1. Adaptive Data Compression and Merging
With adaptive tunneling technology, Deeper Connect can determine if packets in

the data stream are compressible and decide whether to perform compression. For
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instance, the most common HTTP protocol is composed of mainly Latin charac-
ters, which can be compressed to save approximately 70% bandwidth and thereby
greatly improve transmission efficiency. Meanwhile, given the fact that MP4 and
other formats commonly used in video and audio traffic (or networks protocols
such as HTTPS/SETP which uses SSL and TLS encryption) have already ap-
proached the theoretical limit of information entropy [46], additional compres-
sion would only increase CPU consumption without saving bandwidth, resulting
in compression processing and in turn transmission rate reduction. Therefore,
adaptive tunneling needs to identify and process accordingly based on content for

both CPU and bandwidth efficiency.

Through adaptive tunneling technology, Deeper Connect can also improve trans-
mission efficiency by combining small data packets. Many network protocols have
a large number of control packets with little or no data in the payload. Taking a
30KB HTTP transport stream as an example, even if the client’s protocol stack
optimizes TCP ACK for every two packets, 40% of packets are still less than
100 bytes. Such a large proportion of packets containing a very small amount
of data causes considerable transmission efficiency lag. For optimal transmission
efficiency, adaptive tunneling technology can combine or compress and transmit
data packets from multiple data streams without affecting the TCP connection

latency (see Figure 13).

. Application-Based Traffic Control

Application-based traffic control functions according to the application type of
the data stream, to ensure that latency-sensitive or volume-sensitive applications
enjoy a higher QoS level. In a home network, bandwidth is often limited. When

multiple applications are used simultaneously, the demand for bandwidth is often

39



Figure 13: Automated Packet Consolidation, Compressed Transfer Schematic

much larger than what is available. To address this allocation issue, adaptive tun-
neling can automatically determine application type according to the user data
stream and grant the corresponding QoS level. For example, web browsing or
email downloads should be classified as latency-sensitive, whereas applications
such as file downloads are not. Adaptive tunneling first automatically estimates
the network tunnel’s actual bandwidth and its bandwidth requirements. If de-
mand exceeds supply, adaptive tunneling will control bandwidth usage based on
the application’s QoS level. Lower-level applications will be temporarily buffered
in a limited packet queue. If the packet queue is full, overflow packets will be
discarded. Although general application use may be affected due to increased

latency and packet loss, overall user experience is improved significantly.

5.3 Intelligent Routing Technology

Intelligent routing refers to the automatic configuration of network routing based on

data stream characteristics, and whether to transmit through a tunnel. We offer two
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Figure 14: Intelligent Routing

modes, a privacy protection mode and a network circumvent mode. The default mode

is network circumvent mode.

o Privacy protection mode: In this mode, all data flows related to tracing online
browsing will be processed through the tunnel depending on the anonymity level

set by the user.

e Network circumvents mode: In this mode, all online data flows will be processed
over the tunnel depending on whether or not the website database shows that it

is blocked in the local area.
Intelligent routing provides users with the following benefits:

1. Monetary Savings
Network tunnels are established by two or more Deeper Connects. When one
Deeper Connect tries to connect with another one to establish a tunnel, cryp-
tocurrency payment (calculated according to bandwidth and traffic volume) is
required through the secure shared network platform. Obviously, tunneling ser-

vices cannot be offered free of charge. Intelligent routing automatically determines
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whether to transmit through the tunnel according to the attributes of the data
stream. This approach not only reduces the amount of tunnel usage but also
avoids latency caused by tunneling, providing a better online experience without

incurring additional expenses.

. Anonymity Service

Anonymity service refers to hiding the user’s IP address to sidestep tracking.
Since the network tunnel is end-to-end encrypted, the data stream transmitted
through it will leave no trace. We will set levels according to user access object
visibility, and based on user settings, decide whether to perform encapsulation on
the corresponding data stream. Highly visible user data streams such as web page
visits are at the highest level of anonymity service. For this level of the user data
stream, encapsulation is mandatory. The less publicly available user data streams
such as P2P downloads belong to the second-highest level of anonymous services.
For this level, encapsulation is an optional setting to reduce user costs. Not
only that, but users can also choose a multi-hop routing mode for more rigorous
anonymity services. In a multi-hop routing environment, the network tunnel
will be established by several Deeper Connects instead of the usual two. The
advantage of this is that Deeper Connect, as an intermediate node, cannot peek
at the content because it cannot decrypt the user data stream. The last Deeper
Connect node can decrypt the user data stream but cannot know the source.
Therefore, the more Deeper Connect nodes in the route, the more difficult it is

to track user activities.
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5.4 IP Multiplexing Technology

AtomOS is the world’s first zero-configuration OS that can implement intelligent routing
and tunnel encapsulation in virtual wire mode. All network devices currently on the
market that implement the tunnel function work in routing mode. That is, the user
needs to have certain network technology as well as working knowledge of IP address
planning and tunnel protocol configuration in order to correctly establish the tunnel.
It also requires a certain amount of routing knowledge to forward the required traffic
to the tunnel for proper encapsulation and decapsulation. AtomOS completely changes
this, for no professional know-how is required of Deeper Connect users. After the user
connects the AtomOS device to the home router uplink, AtomOS will enter the learning
phase. It does not affect the forwarding of traffic, and automatically determines the
direction of its connection according to the statistical rules of the IP addresses that
appear on the two ports. There are hundreds of millions of nodes on the Internet, while
the number of local IP addresses is relatively small and fixed. So after briefly analyzing
traffic, we can tell which is the uplink port and which is the downlink. AtomOS will
proceed to learn the uplink IP/MAC address, DNS server, and other information for
future tunnel negotiation and encapsulation.

We believe that the smart home gateway itself is a product with very low user
operation frequency. There is no need for users to be aware of its existence most of the
time, and little configuration is required to alter functions. Particularly in combination
with our unique intelligent routing technology, user privacy and network transmission

requirements are fulfilled at the lowest cost with no learning curve at all.
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5.5 Tunnel Congestion Control

One of the key use cases of the Deeper Network is to provide users with network
anonymity, which protects their privacy and enables them open access to internet con-
tent without being censored or blocked. In the anonymity service (as shown in Figure
15), the user transmits data through the secure AtomOS tunnel between the Deeper
nodes, so that the accessed internet service cannot track the user’s private data (e.g.,
IP address, location). At the same time, since data packets in the AtomOS tunnel are
strictly encrypted, censorship firewalls are effectively blinded and unable to identify the

internet content being accessed by the user.
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Figure 15: Secure Shared Service (SSS)

Through the combination of Deeper’s unique network security and blockchain tech-
nologies, SSS effectively ensures the security and stability of the Deeper Network’s
anonymity services. However, the efficiency of data transmission in the AtomOS tunnel
remains an open question. With SSS, there are two major challenges to data transmis-

sion:

1. SSS is primarily intended to access internet content in other countries or re-
gions. Long-distance data transmission, large transmission delay, and high packet

loss/out-of-order rate are problems associated with such international internet ac-
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Cess.

2. Although packets in the AtomOS tunnel are strictly encrypted and thus censor-
ship firewalls cannot identify them, the firewalls may adopt a random packet drop
policy (e.g., 1% random packet drop) for unrecognized data streams in order to

downgrade their user experience.

To address the above challenges, Deeper is pioneering a connection-oriented, reliable
transmission protocol at the tunnel layer. This is mainly to solve the problem of data
transmission efficiency in SSS from the perspective of network congestion control. The
complete set of congestion control solutions in the Deeper Network is called TBBR
(Tunnel Bottleneck Bandwidth and Round-trip propagation time). It is composed of
two core parts: 1) Deploying the new congestion control algorithm called BBR in the
AtomOS tunnel so that in case of high packet loss rate, the AtomOS tunnel can still
maintain a high transmission rate and low transmission latency; 2) Enabling fast packet
loss detection and retransmission, so as to better adapt to high packet loss rate in SSS.

TBBR mainly focuses on improvements on the sender’s side. The receiver side
need not make any changes. The sender does not rely on any additional feedback
from the receiver. This is one of the important design principles of TBBR. It enables
easier deployment of TBBR as no changes are required from the receiver side. More
importantly, in the high latency and high packet loss rate scenario of SSS, any additional
feedback from the receiver side will undoubtedly increase network load, and in such an
environment, no stable feedback can be guaranteed.

Traditional congestion control algorithms (such as CUBIC [15], TCP Vegas [5],
TCP Reno [36]) are usually based on packet loss events. Packet loss is treated as
a signal of network congestion. These kinds of algorithms control data sending rate

via a sending window. The window size W (t) at time ¢ is controlled by the AIMD
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(Additive-Increase/Multiplicative-Decrease) algorithm:

W (t) + « if no packets loss is detected
Wt+1) = (1)

W(t)« 8 otherwise

Clearly, the AIMD algorithm tends to keep increasing window size (i.e., transmission
rate) until packet loss is detected. Once packet loss is detected, the window size will

experience a sharp drop. This leads to two main problems:

1. It is counterproductive to treat all packet loss events as signals of network conges-
tion. In fact, packet loss can also be caused by network errors. In addition, when
using SSS, censorship firewalls may also deliberately drop packets. According to
the AIMD algorithm, when packet loss occurs, the transmission rate is drastically
reduced. When the packet loss rate reaches a certain level (e.g., 1% packet loss

caused by censorship firewalls), the entire network transmission bogs down.

2. Since AIMD keeps increasing the transmission rate until packet loss is detected,
such a mechanism tends to fill up the entire network buffer (i.e., queue). The
greater the number of packets waiting in the queue, the higher the queuing delay.
Since memory prices are becoming cheaper and cheaper in recent years, network

buffer space is increasing accordingly, which leads to tremendous queuing delays.

It can be seen that traditional congestion control algorithms achieve neither optimal
transmission rate nor optimal network latency.

Deeper deploys a new type of congestion control algorithm called TBBR at the
AtomOS tunnel. TBBR was developed based on the BBR algorithm [6] combined with
tunneling technologies. BBR was first introduced by Google and has been widely de-
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ployed in Google’s WAN (Wide Area Network). Unlike traditional congestion control
algorithms, TBBR/BBR no longer relies on packet loss events as signals of network
congestion but goes back to the essence of network congestion: The sender side is
transmitting data faster than what network capacity can handle. In order to mea-
sure current network capability, TBBR/BBR continuously measures two key metrics,
namely, BtIBw (Bottleneck Bandwidth) and RTprop (Round-trip propagation time). If
the network path were a water pipe, the bottleneck bandwidth BtlBw would be the min-
imum diameter and the round-trip propagation time RTprop would be the length. The
capacity of the entire network, i.e., BDP (Bandwidth Delay Product), is the product
of the two:

BDP = BtIBW x RTprop (2)

BDP can also be interpreted as the maximum amount of outstanding data that can be
carried in the network without causing any queuing delay (i.e., without occupying any
buffer space).

The main idea of TBBR/BBR is that when the data arrival rate at the network
bottleneck equals BtIBw and the amount of inflight data in the network equals network
capacity BDP, the network is operating at the optimal state of maximum throughput
and minimum latency. TBBR/BBR controls the transmission rate by measuring Bt1Bw
and RTprop. It is worth noting that the capacity of the entire network is dynamically
changing. Thus, TBBR/BBR must continuously measure Bt]IBw and RTprop to update
the transmission rate. In addition, BtlBw and RTprop cannot be measured at the
same time. In order to measure BtlBw, one must fill-up the network buffer to obtain
maximum throughput; in order to measure RTprop, the network buffer must be as
empty as possible (i.e., no queuing delay) to obtain minimum latency. To address this

problem, TBBR/BBR measures the two metrics alternatively and estimates them by
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using the sampled values over a certain time window Wy at time 7"
BtiBw = max(r;),Vt € [T — Wg, T] (3)

RTprop = min(RTT;),Vt € [T — W, T] (4)

Where r; is the measured data transmission rate at time ¢, and R1'T; is the measured
round-trip time at time ¢.

TBBR/BBR possesses the following two properties:

1. At a certain packet loss rate, TBBR/BBR still maintains a stable transmission

rate that is close to the network bandwidth.

2. While maintaining the maximum throughput, TBBR/BBR tends to not occupy

the network buffer, and thus reduces queuing delay.

Google has deployed BBR on their Google.com and YouTube servers. BBR has success-
fully reduced YouTube’s median network transmission latency by 53%. In developing
countries, this value is as high as 80% [6].

Deeper has transplanted the successful experience of BBR into the application of
SSS, and deployed TBBR, the world’s first tunnel congestion control, into the AtomOS
tunnel. With TBBR, we find that Deeper Connect effectively reduces international
Internet access delay while still maintaining a stable network transmission rate when
firewalls deliberately cause packet drops.

Figure 16 compares the network throughput of the AtomOS tunnel with TBBR and
that of the traditional tunnel IPSEC without congestion control under different packet
loss rates. The experimental setup is 1 data stream, BtIBW = 100Mbps, and RTT =

100ms. The gray curve at the top represents the ideal transmission rate, i.e., BtIBW *
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Figure 16: Network Throughput at Different Packet Loss Rates

(1-p), where p is the packet loss rate. As we can see from the figure, a very small packet
loss rate (0.01%) can cause the throughput of IPSEC to drop to only 30% bandwidth.
As the packet loss rate increases, IPSEC has a throughput of only 5% of the remaining
bandwidth, where the transmission is almost paused. In sharp contrast, the throughput
of the AtomOS tunnel stays close to the ideal throughput even at an extreme 5% packet
loss rate. At 15% packet loss, the AtomOS tunnel still maintains 75% bandwidth. In
SSS, assuming censorship firewalls randomly drop 1% of unrecognized packets, the
throughput of the AtomOS tunnel would be virtually unaffected and would stay close
to ideal throughput; while IPSEC would have a throughput of only 5% of remaining
bandwidth.

Figure 17 compares the network latency of the AtomOS tunnel and IPSEC at dif-
ferent buffer sizes. The experimental setup is 8 data streams, BtIBW = 128kbps, and
RTT = 40ms. The traditional tunnel IPSEC tends to occupy the entire network buffer
space, which causes latency to increase linearly with buffer size. Even worse, if latency
is larger than the network initial connection (SYN) timeout set by different operating
systems, it will cause the connection to fail. In sharp contrast, the AtomOS tunnel

always keeps latency to a minimum regardless of buffer size.
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Figure 17: Network Latency for Different Buffer Sizes

On top of BBR, the AtomOS tunnel implements further optimizations for fast packet
loss detection and retransmission.

Traditional TCP mainly handles packet loss in two ways:

1. If the acknowledgment (ACK) of a packet is not received within a certain time
period, i.e., retransmission timeout (RTO), the packet is considered lost and re-

transmission is triggered.

2. Instead of waiting for a timeout, if three duplicate ACKs are received from the
receiver, the sender also considers a packet as lost and triggers retransmission.

This mechanism is called fast retransmission.

In TCP, when the receiver finds that some packets were skipped, it will send duplicate
ACKs to remind the sender that some packets are still missing. There are two reasons
a packet may be skipped: either it is lost or the packets arrived out of order, i.e.,
packets originally scheduled after a certain packet arrived at the receiver side first.
When the sender receives a duplicate ACK, it cannot immediately determine which
of the two scenarios occurred. Therefore, it is necessary to wait for further duplicate
ACKs to determine that packet loss happened with a high probability. If packet loss

is determined prematurely, it will lead to unnecessary retransmission that increases
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network load; on the other hand, if packet loss is determined too late, it will cause a
slow response to packet loss events.

Today, a commonly used fast retransmission mechanism is based on three duplicate
ACKs. It requires at least 4 data packets to be sent (i.e., the sending window size is
at least 4) to observe three duplicate ACKs; otherwise, the sender can only rely on
RTO timeout for retransmission. Therefore, the current fast retransmission mechanism

works poorly or not at all in the following cases:

1. Studies [2] have shown that from the perspective of the application layer, a TCP
connection often needs to send a total of less than four data packets. In these

cases, the current fast retransmission mechanism will never be triggered.

2. Network congestion may cause the sending window to shrink below 4, which also

disables fast retransmission.

3. In cumulative ACK mode, the receiver may choose to delay sending ACKs to
merge multiple ACKs into one in order to save bandwidth. In this case, even

more data packets are needed to be able to trigger fast retransmission.

An effective fast retransmission mechanism should detect packet loss and trigger
retransmission in time while reducing superfluous retransmissions. TBBR adopts a
dynamic fast retransmission threshold algorithm. In a nutshell, if no more data packets
can be sent (either due to sending window size limit or because the application layer
has no more data to send), the threshold of fast retransmission is dynamically adjusted
according to the number of packets that have not yet been acknowledged; otherwise, a
threshold of 3 is used.

Regarding retransmission timeout RTO, traditional TCP adopts an algorithm called

exponential backoff, i.e., if a packet times out under the current RTO, the packet is
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Algorithm 1 Algorithm for fast retransmission threshold 7 in TBBR

1: Assume that the number of currently unacknowledged packets is k
2: if there are no more packets to send then

3:
4
5

7 = max(min(k — 1, 3),0)

: else

T=3

retransmitted and the RTO is doubled. In extreme cases, if packet timeout happens n

consecutive times, the RTO will explode to 2" times the original RTO, which greatly

stalls the transmission rate. TBBR uses a smoother RTO growth curve that sets RTO

to 1.5 times the previous value per timeout.

Although the overall design of TBBR is focused on the sender side, we can still

improve network transmission efficiency from the receiver side. There are two main

approaches:

1. Adopt selective acknowledgment (SACK [30]) at the receiver side. In contrast to

the cumulative acknowledgment where the receiver only feeds back the minimum
sequence number of the packets that have not been received yet, SACK allows
the receiver to explicitly tell the sender which packets have been received and
which have not. The sender can selectively retransmit only those packets that
have not yet been received. In addition, if multiple data packets are lost in
the current sending window, cumulative acknowledgment only informs the sender
of one packet loss at a time, resulting in inefficiency. SACK can feed back all
lost packets at once. Research shows that in high latency and high loss rate
networks, SACK can greatly reduce the number of retransmitted packets and

improve transmission efficiency.

. Dynamically adjusts the acknowledgment delay. As mentioned earlier, the re-

ceiver can choose to delay sending ACKs. While doing so makes better use of
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bandwidth, it also delays packet acknowledgment and holds back fast retransmis-
sion. Especially in a high delay and high packet loss environment, it is crucial
that the receiver acknowledges every packet in time. Therefore, at the receiver
side, acknowledgment delay can be adjusted dynamically according to the delay

and packet loss conditions of the current network.
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6 Blockchain

There are two layers in the Deeper chain (Figure 18). The top layer consists of hundreds
of validator nodes like any other blockchains. The bottom layer, also called the Deeper
layer, consists of millions of Deeper devices. These devices earn credits by providing

services in the Deeper network, e.g., sharing bandwidth.
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Figure 18: Deeper Chain 2-Layer Structure

Unlike the standard Nakamoto consensus protocols, our consensus mechanism does
not use a hash exhaust algorithm. Our consensus mechanism is similar to proof of

stake, but a validator’s voting power depends on both staked tokens and delegated
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credit scores. On one hand, the top layer is secured by the credit scores of Deeper
devices. The more people involved in Deeper services, the more secure the network will
be. On the other hand, the mining reward distributed to Deeper devices will incentivize
more people to participate in Deeper services. This closed loop will increase and secure
the whole network.

In order to have the sustainable development of the Deeper Network ecosystem, we
will talk about the consensus mechanism and NPoW proof-of-work consensus algorithm.
The former is to ensure the security of blockchain blackout, and the latter is to encourage

the nodes to contribute to the network.

6.1 Consensus Mechanism

Deeper Network uses an advanced proof of credit consensus mechanism, which consists
of two important mechanisms (modules): a credit system and a representative system.
These two mechanisms form the core of the Deeper Network consensus mechanism. A
brief description of each one of them is included next.

1. Credit System

The credit system is the most important component among the two core proof of
credit mechanisms. As its name implies, it reflects the contribution of each participant
based on each node’s credit score and distributes block rewards based on this.

There are two ways to increase credit score: (1) by staking DPR tokens in the
early stage; (2) by participating in bandwidth sharing, and in network and consensus
activities on the Deeper Chain. (1) Is backed by funds, (2) is supported by network
contributions. This is the way Deeper Network builds its credit system.

Each node accumulates its own credit score by staking or participating in the Deeper

chain applications, jointly collaborating to resist Sybil attacks. Since this is not done
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by use of computing power, financial resources or storage space, this design can reduce
energy consumption and hardware waste almost to zero. Likewise, it also can motivate
each node to participate in numerous valuable applications on the chain, which can be
considered a design that fits multiple purposes.

We can take the existing relatively perfect American credit system as a comparison
to Deeper Network credit system. In the United States, everyone has an SSN (Social
Security Number) linked to nearly all of their lifetime credit history. Anyone can use
his/her SSN to check his/her personal information such as age, sex, education, work
history, tax, insurance, banking, criminal history, and etc. The Credit Management
Association of America, the Credit Reporting Association and the Debt Collection
Association of America use credit data to give credit ratings to individuals and obtain
credit limits that ultimately affect every aspect of an American’s life. A credit score
in the consensus mechanism of proof of credit is similar. Users can receive different
consensus incentives and participation rights of on-chain governance based on their
credit score, which is very important. It ensures that all participants can contribute,
and they will get paid for their contributions, which makes Deeper Network highly
decentralized, more secure and fairer than most other blockchain networks.

2. Representative System

Before talking about the representative system of Deeper Network, let’s review the
structure of Deeper Network’s entire network.

Deeper Network is composed of two layers: the validators at the upper layer and
the Deeper Connect devices (also known as nodes) at the lower layer. The validators
at the upper layer are mainly responsible for generating blocks, while the lower-layer
Deeper Connect devices or nodes are mainly responsible for supervising and selecting
the upper-layer validators.

This design is inspired by the representative system adopted by some countries,
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Figure 19: Deeper chain 2-layer structure

that is, citizens form a parliament through elected representatives, and the parliament
formally represents public opinion to exercise state power. In the Deeper Network chain,
the validator is selected by the device nodes through their credit score offering, in turn,
the selected validator represents the collective of nodes allowing them to participate in
the consensus building of the Deeper Network.

What it matters the most is that the validator node serves the lower layer node,
and needs to allocate most of the block rewards to the lower layer node, which is
fundamentally different from the super nodes in EOS and similar EOS ecosystems.

This architecture also brings two major features to Deeper Network:

The first major feature is consensus scalability. Traditional blockchain projects, such
as Bitcoin and Ethereum, have a little more than 10,000 nodes in their entire network.

The problem they currently face is not the impossibility to increase their nodes number,
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but how much lower the consensus speed will be if such nodes are significantly increased.
Therefore, from the perspective of consensus, it is difficult for traditional blockchain
projects to continue expanding the number of nodes, which will affect their operational
efficiency.

However, Deeper Network’s representative system is a two-layer architecture that
allows any number of participants to reach a consensus, and each node can participate
in the consensus to gain the corresponding incentive without affecting the efficiency,
fully reflecting the network’s fairness.

The second major feature is the TPS scalability (Transactions per Second). The
Deeper Network two-layer architecture is a Layerl+Layer2 naturally scalable architec-
ture. Every device has its own computing power and is able to perform micropayment
transfers. This computing power is integrated into the devices and added to the Deeper
chain, greatly improving the operation efficiency of the entire system. It has built-in
features to solve the scalability problem of TPS.

Deeper uses HotStuff [74] as its state machine replication (SMR) framework. Hot-
Suff is the first Byzantine fault tolerant (BFT) protocol with both linear (i.e., O(n))
communication complexity and responsive network latency (i.e. the latency time de-
pends on the actual network speed). HotStuff abstracts the chain paradigm from the
BFT-style protocols and introduces pipelining architecture to greatly improve the net-
work throughput.

In contrast to other BFT protocols, where there are different voting formats for
each round (i.e., propose, pre-submit, submit, etc.), each round in Hotstuff is no longer
treated differently. A vote on a block can also be considered the next stage vote on
the parent block it references. That is, a vote on a block is considered a vote on the
proposal of the block itself, as well as a pre-submission vote on its parent’s block, a

submission vote on its grandfather’s block, and a decisive vote on its third-generation
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Figure 20: HotStuff Pipelining Architecture

ancestor’s block. A block is executed only if its third-generation block is voted suc-
cessfully. Compared to other BFT consensus protocols, the introduction of pipelined
architecture improves throughput by approximately three times.

Additionally, HotStuff uses a star communication pattern (i.e., everyone communi-
cates through the leader) and threshold signatures to ensure linear communication per
block — the leader sends the block to validators, they produce partial signatures, and the
leader simply reconstructs a threshold signature that serves as a proof of block validity.
This allows it to scale consensus to a large number of validators simultaneously.

In Tendermint and PBFT, there are only 2 rounds to reach a consensus. By adding
1(one) round of consensus with the help of a threshold signature, Hotsuff can update
the complexity of the leader change to linear and ensures that the block production
speed is the actual network delay. In contrast, the complexity of the PBFT’s lead node

change is O(n?), while Tendermint’s block production speed is determined by system-
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defined parameters, and is not optimal based on network speed. Deeper chain provides
user private protection functionality, so in addition to the need to protect against
Sybil attacks on the public blockchain, nodes may also be subject to targeted bans by
governments and service providers, which can result in lead nodes being blocked. With
the linear complexity of HotStuff’s initial leader change, this single point of failure will

not considerably slow down the network.

6.2 NPoW

Deeper Network consists of two layers. The top layer contains hundreds of validation
nodes that are constantly generating new blocks. And the bottom layer, Deeper layer,
is made up of millions of devices that are connected to the Deeper Network. The NPoW
certificate allows Deeper network devices to earn tokens by completing various economic
value tasks. Fach device will be associated with an account. The more tasks the device
accomplishes, the higher the credit score the corresponding account will get.

Each device can delegate its credit score to the validation node. If more than 2/3
of the total voting of the verification nodes vote on a new block, the block is then
determined. After a new block is confirmed, the devices will be rewarded with tokens
proportional to their credit score. Just like the credit system in modern society, each

account’s credit record C has a maximum value as the upper limit Cmax.

6.2.1 Overview

The traditional proof of work usually uses a hash function to perform complex calcu-
lations, and its forward exhaustive process is complicated. The verification process is
relatively simple to achieve proof of work. Its disadvantage is that the completion of

the calculation does not generate actual profit value, and the result of its work cannot
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provide economic benefits for others. In addition, the initial proof of work mechanism
was designed to lower the proof of user participation threshold and process and achieve
a fair degree of decentralization. However, it gradually deviated from this direction
during its development, and the hash power became more and more concentrated in

the specialized devices, contrary to the original goal.

Provide Services
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Figure 21: The relationship between EZC and NPoW

Therefore, we propose the next-generation proof-to-work mechanism. By making
nodes complete many different economic tasks, the demander burns the corresponding
value certificates to prove workload by economic means. Its work results can bring
actual value to others and realize reasonable and effective utilization of hardware re-
sources. The randomness and anonymity of task distribution ensure preventing that it
is not difficult to control the expected reward when cheating happens, and use economic

cost to restrict cheating.
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6.2.2 EZC Certificate

As for Web 3.0 applications, most project parties use their native token to pay for
transactions directly, but for regular users, there is undoubtedly a high barrier to entry.
As the value of native tokens fluctuates, it is unable to provide users with a stable and
predictable service, which hinders the large-scale growth of apps. Therefore, on the
basis of its native tokens, Deeper issues a stable credit/coin EZC (Easy Cent), which
has an exchange rate tethered to the US dollar (1EZC = 0.01 USD) as a medium of
exchange for payment of applications and service fees on the Deeper Chain. This helps
promote the use of on-chain applications at a stable and predictable price.

When users burn EZC to use on-chain application services, the corresponding work
certificates will be generated, and nodes will screen and execute different tasks based
on their own configuration rules. After completing the tasks, the corresponding work
certificates will be issued, and the service nodes will get system rewards depending on
the accumulated work certificates. EZC is a type of on-chain credit issued within the
system. Its design satisfies the requirements of the Howey Test—it cannot be traded,
transferred, or exhibit security attributes, but can only be burned. The existence of
EZC is similar to in-game gold or gems, hence ordinary internet users can use their
familiar payment methods to purchase EZC. Users can get EZC by burning DPR. The
DPR exchange rate fluctuates and the amount of EZC exchanged will be adjusted based
on DPR’s market price. In addition, users can use many types of payment methods
such as credit cards, PayPal, Apple Pay, and others to make purchases of EZC.

The advantages brought by EZC are as follows: Firstly, it allows for a wider range
of payment methods which helps lower the barrier for users who wish to interacting
with the blockchain. This creates a more inclusive and user-friendly Deeper Network

ecosystem. Secondly, as a stable medium of exchange, EZC eliminates the concern
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regarding the token’s price fluctuations during volatile market conditions. This will
help provide more price stability and predictability making it a more reliable mode
for transactions. Thirdly, burning EZC tokens during the utilization of services helps
generate proof of work, enabling not only the verification of task completion but also
fostering demand for DPR (Digital Production Rights) while reducing the supply of
DPR, indirectly maintaining its market value. Finally, it plays a crucial role in the
operation of the NPoW, ensuring a secure and fair mining mechanism through the
burn-contribute-reward approach, thereby providing a reliable foundation for services

ranging from networking computing to storage.

6.2.3 Security Analysis

After Ethereum 1.0, many blockchain networks adopted Proof-of-Stake(PoS) algo-
rithms, where a group of elected validator nodes collaboratively vote to determine
the next block, with each validator node’s voting power proportional to the amount of
tokens they have staked. Unlike traditional PoS algorithms, Deeper uses the NPoW
algorithm, which does not require node staking of tokens. Validator nodes are elected
by device nodes through credit guarantee, with their credit scores generated by device
nodes’ proof of work (PoW). After becoming a validator node, the candidate node must
allocate a portion of its mining rewards to all device nodes to maintain their validator
node status.

The mapping relationship between device nodes and validator nodes is established
through credit scores. Device nodes provide credit guarantees for candidate validator
nodes, and their total credit is updated based on the PoW provided by device nodes.
Only when the total credit of a validator node exceeds a certain threshold can become

a block producer. This interdependence ensures that only trusted nodes can become
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validator nodes, maintaining network security and integrity, and incentivizing honest
behavior.

The first step in ensuring the security of the PoW is to control the number of ma-
licious nodes in the Deeper network. In our protocol, there are natural constraints on
devices that behave maliciously, which include two aspects: 1) Burning EZC. Any task
establishment requires payment of real value. Therefore, when a malicious node wants
to control the system’s reward, it must first pay a large amount of true value. As the
number of nodes in the network increases, the economic cost will curb their malicious
behavior. 2) Credit threshold. After joining the network, a node must reach the mini-
mum credit threshold . Before reaching the threshold, the node’s task completion will
not accumulate a reward. In this way, malicious nodes cannot obtain control advan-
tages through simple quantity accumulation, and time cost will curb their motivation
for malicious behavior.

Next, we will discuss the security of validator nodes in NPoW from the perspective
of the block reward and punishment mechanism and credit score update strategy, and
analyze it in the following steps:

Step 1: Build a mathematical model for validator nodes. Let V be the set of
validator nodes, N be the total number of validator nodes, and the credit score of
validator node v € V' be ¢,, updated by the PoW provided by device nodes. The total
credit score of a validator node depends on the weighted average of the credit scores

provided by the device nodes that provide credit guarantees for the validator node:

o Zwi*ci

CU—W7 Wherei€1,2,...,/{:, (5)

where w; is the credit rating weight provided by device node 7 to validator node v.

When the credit rating of a validator node is higher than a certain threshold M, the
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validator node can act as a block producer; the block reward for the validator node is
R, and the reward ratio allocated to device nodes is u.

Step 2: Pre-analysis assumptions. Each device node can only provide credit guar-
antees for one validator candidate node at a time, the credit score of a validator node
is only influenced by the PoW provided by the device nodes that provide credit guar-
antees for that validator node, and malicious validator nodes can collude to generate
false PoW to increase their credit scores.

Step 3: Block Rewards and Penalties Mechanism The block reward calculation

formula for validator node v:

Po=(1—u) xR (6)
P,;=uxRx (i“w) if ¢y > M (7)

where ¢ € 1,2,...,k, and w; is the credit score weight provided by device node 7 to
validator node v. When validator node v is found to be malicious, its penalty reward

is S, credit guarantee penalty factor is p, and its credit loss L formula is:

Lyy=0—=p)*c,, ¢c,<M (8)

Step 4: The credit score update strategy. For positive updates, if the PoW provided
by the device node is verified to be legitimate, the credit score of the validator node
will increase. For negative updates, if the validator node engages in misconduct or if
the PoW provided by the device nodes is found to be illegitimate due to collusion, the
credit score of the validator node will decrease.

To maximize their benefits, device nodes will prioritize providing credit guarantees

for honest candidate nodes, increasing their chances of becoming block producers, and
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using block rewards to maintain their continuous guarantee behavior. The punishment
mechanism ensures that malicious behavior by validator nodes comes at a heavy cost, as
credit score penalties cause them to lose the trust of device nodes, preventing malicious
nodes from controlling block-producing rights. This reverse-constrains the behavior of
validator nodes, thereby maintaining normal system operation and ensuring that honest

validator node behavior is incentivized.
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Figure 22: PoW-NPoW Mining Architecture

Based on the above analysis, both NPoW and PoW serve to protect the network
from malicious attacks and provide a service for most nodes to reach a consensus on
the blockchain state as consensus algorithms. However, the methods used to achieve
this goal differ, particularly in the way trust is established and block-producing nodes
are selected. NPoW relies on real work credentials generated by device nodes to guar-
antee the credit and select validator nodes. This approach has low resource intensity
and promotes decentralization of power. PoW relies on node competition to solve
computational hash problems and select block-producing nodes. This competition is
energy-intensive and leads to a small number of people having control over mining

rights.
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6.2.4 Advantages of NPoW

The traditional Proof-of~-Work (PoW) has proven its ability to operate under varying
levels of mining difficulty, ensuring network security and stability. Similarly, through
tech evolution, the next-generation Proof-of-Work (NPoW) mechanism has also demon-
strated adaptability by introducing a contribution-credit mechanism to adjust the se-
lection of validating nodes based on the credibility of miners.

Unlike PoW, which relies on the competitive process of solving a mathematical
problem which requires significant computational resources. NPoW, on the other hand,
is established through a credit system where miners earn profits by completing tasks
and providing credibility to candidate-validated nodes. This approach maintains the
core principles of trust and consensus found in PoW while increasing sustainability by
massively reducing resource consumption. NPoW can be seen as a natural development
and extension of PoOW. Improvements made from the experience gained from its original
design addresses the flaws associated with high resource consumption mining.

The NPoW mechanism brings several advantages and benefits to the Deeper ecosys-
tem:

User-friendliness, sustainability and cost-effectiveness: NPoW redefines the tradi-
tional PoW model by delegating real-world tasks to low energy consumption device
nodes, massively reducing the energy consumption typically associated with PoW mech-
anisms. This makes the NPoW system sustainable and cost-effective. Additionally, the
introduction of EZC improves transaction efficiency by simplifying the payment process.
EZC can be purchased using mainstream payment methods such as credit cards and
PayPal, eliminating the need for complex cryptocurrency transactions. These reasons
makes NPoW not only energy-efficient but also user-friendly and cost-effective.

Trust-based security: NPoW consensus is a credit-based mechanism which enhances
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security. Nodes earn credit by completing tasks and by having good behavior which
is reflected by a credit score providing a quantifiable indicator of trust, giving greater
credibility to the system. The inclusion of EZC further strengthens the trust-based
security. When users "burn” their EZCs to use services, this action serves as verifiable
proof of work and creates an additional layer of security for the service providers. In
addition, EZC’s market value remains stable and does not fluctuate as it is pegged
to the USD where 1 USD equals 1 cent. This prevents manipulation or dishonest
behavior that may occur during volatile market conditions. Therefore, NPoW’s credit
system combined with the stability of EZC enhances security, provides transparency,
and ensures network integrity in a verifiable and quantifiable manner.

Decentralization and mainstream accessibility: NPoW promotes decentralization by
distributing tasks among numerous nodes. EZC lowers the entry barrier for mainstream
users to participate in the network since acquiring EZC is easy which can be used to
access services on the network. Having mainstream adoption increases decentralization
making the network more resilient to potential attacks.

Fair rewards and efficient consensus: With NPoW, rewards are based on the work
accomplished and credits earned from completing tasks, rather than from computational
power. EZC strengthens this fairness by providing a stable on-chain credit system.
Furthermore, the EZC credit mechanism enhances consensus within NPoW because
validator nodes are selected based on their credit score. Credit scores are a reflection
of a user’s contribution and trust level in the network. This results in a more efficient
and democratic consensus process.

Circulation supply management and market stability: EZC, a derivative of the DPR
token, provides an indirect method of interacting with the circulating supply of DPR.
When users purchase services by burning EZC, the DPR circulation supply decreases

as DPR is also burned on the blockchain. This mechanism maintains market stability
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by balancing the supply and demand of DPR.

6.2.5 Incentivization Mechanisms

Deeper Network protocol includes several goals among which are: (1) encourage users
to share idle bandwidth, (2) encourage Deeper Network devices to stay online, and (3)
increase the size of the network in an organic manner. The first goal has been already
discussed in the micropayment and credit system sections. The remaining two points
will be discussed in the next two subsections below.

Credit Decay

When a Deeper device stops joining the network, the system will gradually reduce its
credit up to some predefined thresholds 7. Let 7 be the threshold that a user can
delegate its credit score to earn rewards, we set the predefined threshold 7p < 7. If
the account’s credit score is less than 7y, there will be no credit score decrease. If the
account’s credit is larger than 7 and it does not join the network sharing activities (either
server side or client side), i.e. it’s idle for a long time, its credit score will gradually
drop to 7 (e.g. a couple of months), and then its credit score will asymptotically drop
to 79 but no further.

Initial Credit Buying

To encourage more users to participate in the Deeper network, we need a way to allow
them to be able to earn credits as fast as possible. This is where the initial credit buying
comes into play. It only affects accounts that have credit scores less than (which is
the threshold that allows a user to earn rewards). For a user whose current credit score
C is less than t, the user can pay d(7 —C) tokens to buy its credit up to 7, where 9 is
an adjustable parameter that needs to be determined. The tokens used to buy credits

will be distributed as block rewards to miners including validators, stakers and credit
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score delegators.

6.2.6 Mining Rewards Distribution Mechanism

We designed the following incentive mechanisms to encourage more users to join the
network:

Mining reward: the validated node needs enough staking and credit score to be
nominated and obtains the block issuing qualification of blockchain, so it needs the
device to vote and entrust the staking and credit score to a validator. When normally
producing blocks, the validator can receive mining rewards. The system will distribute
rewards to the device nodes based on the credit score contribution the devices provide.

Work reward: use sustainable tasks to encourage nodes to earn rewards. When com-
pleting the web3 task, device nodes will get an EZC work certificate. The system will
automatically clear the EZC certificates for the previous day. Based on the proportion
of node contribution and total contribution of the day, the system will automatically
calculate work rewards, and users can claim their rewards at any time.

Staking reward: device nodes can increase their credit score through staking. The
system will distribute different staking rewards based on the different credit tiers users
choose. With the gradual increase of nodes, the availability between nodes and the
on-chain application ecosystem gradually becomes a new focus, so that in the future,

the staking reward will be eventually replaced by work rewards.
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7 Tokenomics

7.1 Overview

DPR, Deeper’s native token, is used for financial incentives and payments for various
services. It’s the main value currency of the Deeper Network.

The total supply of DPR is 10 billion. Of this, 6 billion is allocated as block rewards.
The main incentive mechanism is NPoW, Proof-of-Credit, and blocks produced by
validators. In addition to the native DPR token, Deeper also uses EZC credit primarily
to pay for various applications and services.

DPR, as the external secondary market trading token, can be used in multiple
systems or ecosystems, such as Polkadot, Ethereum, BSC, etc. The fluctuating market
price is determined by numerous participants in the secondary market. EZC, as an
internal stable coin, has a fixed value and can only be used in the internal ecosystem
of Deeper. Again, EZC is non-transferable and non-tradable. The purchase and use of
EZC are not investment related. EZC helps promote the use of on-chain applications
at a stable and predictable price.

Deeper Network has implemented a dynamic mining reward halving mechanism to
ensure the long-term sustainability and value of the DPR token. During the issuance
of DPR tokens, the mining reward rate will automatically halve every time the total
supply reaches a specific threshold (every 1 billion DPR). This halving mechanism
aims to create a deflationary aspect of the token, thereby protecting the long-term
interests of investors and encouraging more users to participate in the development and

maintenance of the network.
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7.2 Governance

There are two types of governance: off-chain governance and on-chain governance. The
off-chain government requires a huge amount of coordination between the developers
and communities. In the Deeper chain, we choose the latter one. In most of the
on-chain governance models, people use their tokens to stake for a list of options. For
example, the most common situation is the system can only be upgraded if the majority
of stakeholders choose to upgrade it.

In the Deeper chain, we use the credit system, to solve this problem. For any
system upgrade or protocol change, the proposer will post a list of options and give a
time window for voting. Instead of staking, any user account will vote according to its
credit score. As long as its credit score is greater than the threshold value (e.g., the
total credit score is 100 and the threshold value is 60), then it is a legit voter. This is
very similar to a person who is “old enough” to vote. Big stakeholders cannot simply
increase credit scores easily. In PoS, a big stakeholder can gain a lot of voting power
immediately. In the credit system, while a big stakeholder still can gain an advantage by
splitting into multiple accounts and accruing credits, it takes time and effort to increase
and maintain credit scores. Of course, if a big stakeholder creates and maintains a lot
of high credit accounts, it means her contribution to the network is larger than others,
and in return, she will have more voting power. But in general, this simple and effective
design can greatly alleviate the imbalance issue between large stakeholders and normal

users.

7.3 'Treasury Pool

As we mentioned in the Security Analysis section, we will charge 10% of the commission

fee for micropayments. It serves two purposes. One is to prevent Sybil’s attack on
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micropayment transactions between fake identities to gain credit scores. The other is
to use the commission fee to establish a treasury fund. This treasury fund can be used
in multiple ways.

We can dedicate a portion of this treasury pool to developing our ecosystem. For
example, any developers can apply a grant to help enhance the ecosystem, e.g. develop
toolings or fix security issues of the Deeper network.

We can reserve a portion of the pool to buy back users” DPR and burn it. i.e. This
portion of DPR will be swapped into stable coins and any users who burned their DPR
will be refunded the corresponding amount of stable coins. This mechanism allows our
system to control the total circulation of DPR in a decentralized way.

Eventually, the community will decide how to use the DPR in this pool.

7.4 Other Burning Mechanisms

In addition to the EZC burning, we also use other burning mechanisms to stabilize the
DPR inflation level.

Treasury burning: Treasury is the main funding source for Deeper users to conduct
on-chain governance. It is usually funded by transaction fees and penalties for all
on-chain transactions. 1(one) percent of funds will be burned every 24 days.

Burning for credit: An offline device will cause its credit score to decrease, which
could affect the user’s staking level and rewards release. Users can recover their lost
credit score by burning DPR.1credit score = 50DPR. The user isn’t able to exceed

their highest credit score through burning DPR.
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8 Project Planning

8.1 Roadmap

See Table 3.

2018 Q3 | Beta release of AtomOS, the world’s first lock-free network security
operating system
high-performance seven-layer network security detection
unique Trident protocol to provide users with a secure and private
decentralized VPN

2018 Q4 | Our first home hardware security gateway comes out equipped with
AtomOS operating system, plug-and-play, zero-configuration

2019 Q1 | Deeper Connect equipment public network test. At the moment
200+ paid nodes participate in the test.

2019 Q2 | Partnerships with multiple Silicon Valley traditional venture capital
firms and renowned blockchain institutions

2019 Q3 | Third-generation Deeper Connect goes on sale

2020 Q1 | Fourth-generation product, Deeper Connect Mini, is tested and
goes into mass production

2020 Q2 | Deeper Connect Mini goes live on the Indiegogo platform

2020 Q3 | Deeper Connect Mini is launched on BestBuy, the world’s largest
3C sales platform.
Cooperated with China Mobile to develop cybersecurity products
for smart homes

2021 Q1 | Deeper Connect decentralized public chain goes live and the mining
process starts.

Table 3: Roadmap
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8.2 Token Economic Distribution Plan

Our token’s abbreviation is DPR (Deeper Token).

Tokens are issued through statutory value in the form of Ethereum deposits.

Total tokens to be issued by the Deeper project: 10 billion (10,000,000,000).

Unsold DPR tokens will be reassigned to the mining pool and bounty projects for

community participants.

8.2.1 Token Matrix

We do appreciate our main contributors — we mean YOU! That’s why we’ve decided
to allocate 60% of the tokens to the community, our dear participants, and supporters
of the Deeper Network (See Table 4). Via the concept of sharing is mining, you can

effortlessly enjoy and profit from the mining journey.

Token allocation Ratio
Mining 60%
Private Token 20%
Team 10%

Market operation + cooperation + Token Treasure | 5%

Core user IDO 5%

Table 4: Token Matrix
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Appendix A Terminology

A.

IDO

The IDO model does not finance from the user. It is not about the money,
it is only for the people in the community. The identity of a person in the
community is multiple. He is the product, the service and the project staff all in
one. Remuneration: because token rewards are equivalent to the equity of the

project and the identity of the shareholders.

. SSS

Abbreviation for Secure Shared Service: a new species that combines network

security, shared economy, and blockchain technology.

HIPE

HIPE is the original data structure of Deeper. AtomOS manages shared re-
sources through HIPE for lock-free operation of the entire network operating
system, thereby greatly improving the reliability, performance and scalability of

the system.

Middleman changes

Or Man-in-the-middle attack (MITM): In the field of cryptography and computer
security, this means that the attacker and the two ends of the communication
establish two independent sessions and forward the received data from one session
to the other session to make both ends of the communication think they are
communicating with the other side directly through one single private session,

but in fact the entire session is completely controlled by the attacker.

. NAT traversal
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NAT traversal refers to the problem of establishing a connection when the con-
nected server is behind a NAT device. Since the device behind the NAT does
not have a dedicated public IP address, a method to detect whether there is a
mapping between the intranet and the public network IP and port is necessary:
if there is, a direct connection may be possible; if not, an intermediate server

performs two-way forwarding, see STUN protocol [43].
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Appendix B Disclaim

This is a conceptual document (“White paper”) describing our proposed Deeper plat-
form and Deeper tokens. It may be amended or replaced at any time. However, there
is no obligation to update the White Paper or to provide the recipient with access to
any additional information.

This white paper does not constitute an offer to buy securities or a solicitation for
investment in securities in any jurisdiction, whether in the United States or elsewhere,
nor does it constitute a contract of any kind. The information provided herein has not
been reviewed by any regulatory authority. Publishing and distributing this white paper
shall not be construed as this white paper having complied with the laws, regulatory
requirements, rules and/or regulations in your jurisdiction.

No representations or warranties are made as to the accuracy or completeness of
the information, statements, opinions or other matters described in this document
or otherwise communicated in connection with the project. Without limitation, no
representation or warranty is given as to the achievement or reasonableness of any
forward-looking or conceptual statements. Nothing in this document is or should be
relied upon as a promise or representation of the future. To the fullest extent permitted
under applicable law, all liability for any loss or damage whatsoever (whether foreseeable
or not) arising from or in connection with any person acting on this White Paper, or
any aspect of it, notwithstanding any negligence, default or lack of care, is disclaimed.
To the extent, liability may be restricted but not fully disclaimed, it is restricted to the
maximum extent permitted by applicable law.

Although the company has taken reasonable steps to ensure that the information
contained herein is accurately released and in the proper context, the company did not

conduct any independent review of information extracted from external sources of the
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third parties and did not confirm the accuracy or completeness of such information
or the relied-upon assumptions. Therefore, the company shall not be obligated to
provide any updates on the representations or guarantees regarding the accuracy or
completeness of such information.

No information provided herein should be construed or perceived as business, legal,
tax, or financial advice regarding Deeper Network, the company, and/or tokens. If you
are uncertain about financial and legal decisions, you should consult independent pro-
fessional advisers, such as financial and legal advisers, regarding Deeper tokens, Deeper
and/or the company and their respective operations and businesses, and the general
state of cryptocurrency and other digital assets in your jurisdiction. You acknowledge
that you might be required to carry the legal and financial risk of any purchase of
Deeper tokens for an indefinite period of time or incur losses in case of unforeseen

circumstances or interference of extraneous factors.
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